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AcademicServerGovernancd?olicy
Background

ClevelandstateUniversity(CSUhasoffered facultyaccesgo anon site serverto hostHTMLbased
websitesto be usedasteachingsupplementsn academicoursesTheserverwaslocatedon the CSU
network insidethe firewall. Thewebsitesvariedin nature from articlesand book chaptersto
computationalpracticeactivitiesand codesnippets.Thewebsiteshavebeentraditionally supportedby
individualfaculty membersand manyusecustomHTMLor similarcodingand customaccess
configurationsThecustomizedcodingand settingsmadeit very difficult for IS&Tto centrallymaintain
appropriatesafetyand securitystandards gspeciallywhenwebsitesfall out of useor are not regularly
maintainedby faculty and are mostly unmonitoredby centraladministration.Websiteswere not
requiredto useCSlbrandingor adhereto Americanwith DisabilitiesActrequirements.Thewebsites
are accessibldy the publicand shouldrepresentCSUn a positivefashion.Onoccasionthe websites
havehostedinappropriateor personalcontentthat mayhavereflectedpoorly on the CSUmageor
branding.

Thelegacycodebasedserveris beingphasedout andreplacedwith acloudr a not support

or similarcodeto avoidsecurityaccessyirusand malwareissues.

Further,thereisacurrentinitiative to advancethe HighPerformanceComputing



the Academiaveb serverare an extensionof the CSUdentity and shouldalwaysadhereto professional
standards.

Therightsof academidreedomandfreedomof expressiorapplyto the useof universitycomputing
resourcesSo,too, however,do the responsibilitiesandlimitations associatedvith thoserights. Theuse
of universitycomputingresourceslike the useof anyother universityprovidedresourceand like any
other universityrelatedactivity, is subjectto the requirementsof legal,regulatory,andethicalbehavior
within the universitycommunity.Responsibleiseof a computingresourcedoesnot extendto whatever
istechnicallypossible Althoughsomelimitations are built into computeroperatingsystemsand
networks,thoselimitationsare not the solerestrictionson what is permissible.



thosecomputingresourcego limit or refrainfrom specificusesin accordancewith this
principle,usingonly thoseresourcesauthorizedfor use. Thereasonablenesef anyparticular
usewill be judgedby the universityin the contextof the relevantcircumstances.

6. Refrainfrom usingthoseresourcedor personalcommercialpurposesor for personalfinancial
or other gain.

7. Refrainfrom statingor implyingthat they speakon behalfof the universityandfrom using
universitytrademarksandlogoswithout authorizationto do so. Affiliation with the university
doesnot, by itself, imply authorizationto speakon behalfof the university.

8. TheAcademiaveb serverhasbeenestablishedo utilize severalpre designednvebpage
templates.Thesaemplatescomplywith ADAcolor contrast,sizeandvisualcomponent
requirementsandalignwith CSWigitalidentity color schemesAssuch,layouts,color pallets
andcontentdesignmaybe limited to itemsallowedby the template.

9. TheAcademioveb servershallnot be usedto run or hostdatabasesr customcodeprojects.
Databasesind customcodecannotbe monitoredfor securityrisksby the IS&Tteamand may
produceaccesgointsfor databreachesyirusesmalwareor intrusion.

AccessTerminationof Accessaand Archivalof AcademicServerResources

Accesgo the Academioveb serverresourceswill be providedto all full time faculty,including
visitors.

Loginto the CSUWserverswill utilize the CSUsingleSignOn (SSO3%ervice

Accesgo the CSUserverswill terminate at time of separation,or 6 monthsafter retirement
from CSU

FacultygrantedEmeritistatuswill retain accesdo the CSlserversfor anamountof time
determinedin the CSUFacultyPersonnepolicies33444.6 08, whichis currently 3 years

After faculty accesgo the serverhasbeenterminated,the facultywebsitewill be retainedin
the dataarchiveper the dataretention policy,or a minimumof 10years,
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